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Fig. 1: Simplified reality-virtuality continuum inspired by Milgram & Koshino, 1994,  
expanded to include extended reality

Fig. 3: User interacting with the hardware mock-up, where flap mirrors 
represent the tangible interface

Fig. 2: Control loop of tangible XR inspired 
by Flemisch et al. 2020 and López et al. 2020

Fig. 4: Representation of the user interaction in the VR simulation
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Current technological progress and the application of artificial 

intelligence (AI) are accompanied by changing requirements 

for the usability of future weapon systems. Human Systems 

Integration and agile methods facilitate a faster and better 

response. Methods of extended reality (XR) can be comple-

mented with haptic elements which help make these systems 

more tangible for current and future users.

The complexity of modern weapon systems, which is still fur-

ther increased by the use of artificial intelligence, makes their 

development intricate, time-consuming, and costly. Balanced 

Human Systems Integration (HSI) can make this development 

much more efficient, safe, and cost-effective. Balanced HSI as 

a discipline applies systems engineering, human factors, and 

organisational methods to integrate technology and humans 

into well-balanced systems. 

A major factor is the correct balance of potentially conflicting 

priorities, such as quality vs. quantity, protection vs. local situ-

ation awareness (including external view), information supply vs. 

mental overload, fighting at machine speed vs. controllability. 

Agile methods and simulations can help address opportunities 

and risks at an early stage in the development process of modern 

weapon systems. In addition to conventional simulations (e. g. 

finite element method (FEM), etc.), new simulation tools and 

methods can be used to design and test cooperation and inter-

action between humans and machines, for example, in order 

to improve the design of work spaces.

In the past, different combinations of artificial and real con-

tent have been developed. On the reality-virtuality continuum, 

virtual reality (VR) is the opposite pole of reality and simulates 

a complete artificial environment. Between these poles on the 

continuum (see Figure 1) lies mixed reality (MR). In mixed reali-

ty, the real environment may be augmented with artificial 

content (augmented reality, AR), such as overlays and high-

lighted points of interest. Conversely, VR can be augmented 

with real content (augmented virtuality), which could mean 

showing the user’s real hands in the virtual environment, for 

example.

As an umbrella term for all these technologies, extended reality 

(XR) represents the higher-level concept that combines all real 

and virtual environments and their augmentations. In tangible 

XR (see Figure 2), the usual visual and acoustic elements are 

extended by an element of tangible interaction, helping users 

grasp situations better and faster at both a physical and cogni-

tive level.

This method has been used to improve vision systems in the 

PUMA armoured infantry fighting vehicle. Figure 3 shows the 

interaction in the real environment while Figure 4 shows its 

representation in the virtual environment. Virtual content is 

perceived by the user through VR glasses (i. e. position, opening 

angle of vision support systems). The user’s physical interactions 

with the system (by positioning the flap mirrors) are reflected 

in the virtual environment. In the virtual environment (only), 

the current SPz PUMA work space is retro-fitted with a camera 

monitor system (see Figure 4). These virtual screens can be freely 

enlarged or repositioned and users can give direct feedback 

regarding position, size, opening angle etc. The best screen or 

camera position for driving in reverse or for 360° near-field 

view can also be determined. 

This methodology can also be used for more complex weapon 

systems, such as the Future Combat Air System (FCAS) or the 

Main Ground Combat System (MGCS), to make early assess-

ments of technical and non-technical requirements on the basis 

of user studies and explorations with stakeholders. These can 

then be used as a foundation on which to realise well-balanced, 

high-performance, and cost-effective weapon and defence 

systems.
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The Next Generation Weapon System (NGWS), embedded 

in a Future Combat Air System (FCAS), can become the blue-

print for defence systems in which information superiority 

and decision-making authority are central. This article out-

lines research results for sensor data fusion and resource 

management, which are becoming key technologies and use 

methods of artificial intelligence, among other approaches.

FCAS/NGWS represents the most ambitious European defence 

project of the coming decades. From 2040, it will become a 

pillar of a European security architecture. In concrete terms, 

NGWS is a network of the latest generation of combat aircraft, 

unmanned aerial systems and existing and yet-to-be-developed 

systems.

Relevant data streams of such a system of systems flow into  

a combat cloud as the core of an FCAS, where they are dis

tributed, verified, organised, evaluated, processed, and fused. 

At the same time, such backbones link the various military 

dimensions in the sense of Joint All-Domain Operations (JADO). 

This information architecture for data “bookkeeping” and 

control is supplied by subsystems such as platforms and sensors 

as well as electronic warfare, communication, and weapon 

systems.

In this technosphere, cognitive machines support human intel-

ligence and autonomy through artificially intelligent automation 

and increase them far beyond natural levels, thus enabling 

information superiority and decision-making dominance. 

Such machines are driven by data fusion and resource man-

agement and create situation pictures, automate commands, 

and control sensors, platforms, and weapons. This lays the 

foundation for Manned/Unmanned Teaming (MUM-T).

The results of research conducted at Fraunhofer FKIE con-

tribute to the evaluation of massive streams of incoming data, 

the fusion of complex contextual knowledge with current 

sensor data produced by complementary and heterogeneous 

sensors, the assessment of the plausibility of the information 

gained and the availability of target-oriented options for action 

(based on mobile and interacting platforms, if appropriate) 

– all while complying with the ethical framework for action. 

After all, cognitive machines must adapt to their users so that 

the users can do what only they as humans can do: perceive 

consciously and act responsibly.

Data integrity is a weak point. Methods researched at FKIE 

address relevant issues of systems engineering: Are the sensor 

and context data correct and do the unavoidable data errors 

correspond to the assumptions about them? Because fusion can 

easily turn into confusion if data integrity is violated. In addi-

tion, algorithms always create artefacts, things that do not exist 

in reality, or have “blind spots” of perception, i. e. they do not see 

what actually does exist. Also worth noting are the electronic 

and cyber threat, the takeover of sensors or subsystems by 

adversaries, which then become “malicious”, provide deceptive 

data, or turn against the user. Therefore, a capacity for “self-

criticism” must be demanded of certifiable systems.

But users must also be able to criticise artificial intelligence. 

Otherwise, there is a danger of voluntary subordination, blind 

trust, and uncritical acceptance of what is offered – a mental 

refusal to bear actual responsibility. Ergonomic research results 

from FKIE contribute to AI-based systems that train the alert-

ness of their users and give them the option to ask ‘Tell me why?’ 

for every solution offered. Because only human intelligence is 

able to assess plausibility, to actually develop understanding.

Model-based algorithms for logical reasoning remain central, 

even with uncertain data, and reveal probable causal structures. 

At the same time, Bayesian Learning, which is being researched 

at Fraunhofer FKIE, enables systematic algorithm design in 

which contextual information and expert knowledge can be 

explicitly integrated. Since modelling is often too complex, 

data-driven algorithms such as deep learning remain indis-

pensable. It thus makes sense to link the two approaches and 

explore Explainable Artificial Intelligence (XAI).

Many questions remain unanswered. Nevertheless, Fraunhofer 

FKIE is already laying the scientific foundations for the certifi-

cation and qualification of FCAS subsystems.

Fig. 1: FCAS Combat Cloud – Sensor Fusion and Resources Management  
for Manned-Unmanned Teaming (MuM-T) in combat and reconnaissance 
missions (source: Fraunhofer FKIE)

Fig. 3: Perception levels of data-driven and model-based assistance  
with the FCAS system-of-systems (source: Fraunhofer FKIE)

Fig. 4: FCAS Fusion Engine, developed by research and industry as part of  
the national FCAS Master Plan (FMP) (source: Fraunhofer FKIE)

Fig. 2: Algorithmic assistance for the mind and will of responsible 
decision-makers in the context of an FCAS system-of-systems  
(source: Fraunhofer FKIE)
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Unmanned aerial systems (UAS) pose a growing threat in 

both military and civilian contexts. Rapid advances in UAS 

technology mean that even small drones now feature au-

tonomy functions that render present protection solutions 

ineffective. To assess HPEM countermeasures, vulnerability 

tests were performed for a variety of currently available UAS.

Small drones, also known as sUAS, with take-off weights up to 

25 kg are increasingly popular with military and civilian users. 

The range of applications for sUAS is quite diverse: in the civilian 

context they are used as flying cameras by industry, media, or 

hobby pilots, but they are also used by administrative authorities, 

law enforcement and the military. The latter primarily use them 

to compile situation pictures from the air and for the covert 

observation of moving targets and facilities. Driven by high 

sales figures, the drone industry regularly develops new models 

(Figure 1), equipment and additional functions.

Recent years have shown that criminals and terrorists also 

use sUAS, for example as flexible and fast attack units adapted 

with kinetic weapons, to transport IEDs (improvised explosive 

devices) for ISIS in Afghanistan or to observe enemy fortifica-

tions and troops from above.

Such involvement in conflicts as well as reconnaissance flights 

over military facilities at home and abroad create an urgent 

need for tools to counter the threat posed by sUAS. Many 

systems currently available are based on radio frequency jam-

mers to disrupt the link between the remote control and the 

aircraft. Other concepts focus on spoofing the satellite naviga-

tion of UAS. There are also more physical approaches such as 

counter drones performing targeted collision manoeuvres or 

net guns that can be deployed from the air as well as from 

the ground.

The latest developments with regards to UAS autonomy and 

swarms show that these UAS defence systems are becoming 

less and less effective. There are already sUAS available which 

can fly without satellite navigation or remote control. They 

perform stabilised manoeuvres with the use of video-based 

navigation protocols or purely based on internal inertial sensors, 

which is why jamming or spoofing measures no longer work. 

Such developments also facilitate sUAS being used in drone 

swarms, either coordinated by a central unit and controlled via 

radio link or using multiple autonomous sUAS in a cluster, 

which overwhelms typical counter drones and net guns. These 

changed conditions when it comes to countering sUAS require 

enhanced defence systems to counter such new kinds of in-

creasing threats.

Systems based on high-power electromagnetic waves (HPEM) 

seem promising (Figure 2). Thanks to the quasi instantaneous 

impact of HPEM on the UAS circuits, an effector based on HPEM 

will be able to counter autonomous sUAS and drone swarms. 

The results of our own recent R&D studies have demonstrated 

the high effectiveness of HPEM signals for counter-UAS pur-

poses. The vulnerability of open-market sUAS has been evalu-

ated based on extensive laboratory testing (Figure 3). The results 

of these studies were used to identify source parameters that 

can be optimised for long effect ranges. 

Given the wide range of different sUAS models available on 

the civilian and military market, the most promising defence 

concepts are based on a multisensor detection system with 

object classification, which enables the targeted operation of 

multi-actuator defence systems that include multiple counter-

measures, including an HPEM-based system.

Fig. 1: Examples of civilian UAS available in 2020 Fig. 3: Testing a UAS in terms of its HPEM vulnerability in an anechoic chamberFig. 2: A mobile HPEM source, kindly provided by the Bundeswehr 
Research Institute for Protective Technologies and CBRN Protection 
(source: WIS, Munster)



Research Activities 2021

109

30 31

Investigating the sensitivity of modern normally-off GaN power 
semiconductors to high-energy neutrons

Dorothea Wölk
Fraunhofer Institut für Naturwissenschaftlich-Technische 
Trendanalysen INT
Euskirchen

info@int.fraunhofer.de

Dr Stefan K. Höffgen
Fraunhofer Institut für Naturwissenschaftlich-Technische 
Trendanalysen INT
Euskirchen

info@int.fraunhofer.de

Normally-off GaN high-electron mobility transistors (HEMT) 

will play a major role in mobility, especially for the “post-fossil” 

Bundeswehr. The first commercially available transistors of 

this type were investigated in terms of their sensitivity to 

destruction by high-energy neutrons.

For some time now, efforts have been made to meet the increas-

ing challenges for power electronics by using materials with a 

band gap larger than that of silicon, so-called wide-bandgap 

materials. Silicon carbide (SiC) and gallium nitride (GaN) have 

emerged as suitable candidates. Components with SiC have a 

similar structure to silicon components. However, owing to 

the better physical properties of the material, they are smaller, 

faster, more efficient, and more robust than silicon compo-

nents. Transistors based on GaN are unlike Si and SiC transistors, 

however, in that they are laterally constructed and involve 

the formation of a two-dimensional electron gas, so-called 

high-electron mobility transistors (HEMT). Only recently has 

it been possible to produce GaN HEMTs that are normally-off,  

a necessary requirement in power electronics.

Based on current developments, these components will come to 

be highly important for mobility in a “post-fossil” Bundeswehr. 

At the same time, however, especially at the high voltages re-

quired for highly efficient electric motors, the blocked power 

components are sensitive to destructive radiation-induced 

burnout (single event burnout, SEB). In this case, a neutron 

generated by cosmic rays (or by a nuclear weapon) is sufficient 

to destroy the component. 

While some research on the radiation sensitivity of SiC power 

devices has already been published, there is relatively little liter-

ature available on the technology of normally-off GaN HEMTs, 

which is why it is being investigated at Fraunhofer INT. Three of 

the first commercially available transistors were purchased for 

this investigation. Two of them achieve normally-off behaviour 

via an additional p-doped GaN or AlGaN layer below the gate. 

A third was rendered normally-off with a cascode circuit using 

a low voltage silicon transistor. The maximum reverse voltages 

for these devices were 600 V and 650 V, respectively. For purposes 

of comparison, an off-the-shelf SiC MOSFET with similar para

meters was also purchased.

Initial tests were performed at the ChipIr facility at Rutherford 

Appleton Laboratory in England (Figures 1 and 2). In this facil-

ity, a neutron spallation field with maximum energies of up 

to 800 MeV was generated, which simulates the neutrons from 

cosmic rays very well. However, the neutron fluxes at the facility 

were not sufficient to see even one breakdown below a reverse 

voltage of 850 V (far outside the specified maximum reverse 

voltages) after several hours of irradiation. In the case of such 

insensitive components, it is common in radiation effects re-

search to study the effects of high-energy neutrons by means 

of a proton beam since the nuclear cross-sections of neutrons 

and protons are the same above about 50 MeV. This was done 

with the 200 MeV proton cyclotron at the ONCORAY facility 

in Dresden.

The results of the tests are shown in Figure 3, in which the 

FIT rate (1 FIT equals one SEB at 109 h at sea level) was plotted 

against the reverse bias voltage. Two observations in particular 

stand out. Firstly, there does not appear to be a direct correla-

tion to how the self-blocking behaviour was generated, as the 

sensitivity of the cascode-circuited component is in between 

the other two. The SEB sensitivity seems to be determined by 

other design elements. Secondly, at least the first generation 

of commercial self-blocking GaN HEMTs appears to be even 

more sensitive than the SiC MOSFET.

Fig. 1: ChipIr control room at Rutherford Appleton Laboratory in England, UK Fig. 3: FIT rates versus reverse voltages for the investigated parts:  
The normally-off GaN HEMTs of the first generation are still more sensitive  
than a comparable SiC-MOSFET

Fig. 2: Test board with parts in the neutron beam at ChipIr
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Interest in imaging radars for detecting the smallest of 

objects with a correspondingly small radar cross-section 

(e. g. miniature drones) is increasing. A high number of 

transmit and receive channels are currently still required 

for three-dimensional target localisation. A novel 94 GHz 

millimetre-wave camera significantly reduces the amount  

of high-frequency hardware required.

Classic radar systems with only one transmit and receive 

channel are increasingly reaching their limits in military 

applications. The objects to be detected are becoming smaller, 

more agile, and faster – some armed forces are already using 

miniature drones. The coherent combination of multiple 

transmit and receive channels (MIMO radar) makes it possible 

to measure not only the distance but also the angle of arrival 

of objects. Three-dimensional detection (distance, azimuth, 

elevation), however, requires a two-dimensional arrangement 

of the channels in order to determine both solid angles. For 

high-resolution measurements, this requires a high number 

of channels.

The first millimetre-wave multichannel radar with a hybrid 

antenna architecture around 94 GHz has been developed at 

the Fraunhofer Institute for Applied Solid State Physics (IAF). 

The system also features digital signal generation and operates 

according to the orthogonal frequency-division multiplexing 

(OFDM) concept. It achieves uniform resolution in both angular 

dimensions, making it comparable to the imaging performance 

of a conventional, two-dimensional MIMO radar. 

However, it requires significantly fewer active channels thanks 

to the advantages of the in-house compound semiconductor 

transistor technology (InGaAs mHEMT), which offers very high 

operating bandwidths, for example. As a compromise, not all 

of the available bandwidth radiates in the same direction to in-

crease the range resolution. Instead, a frequency-steered antenna 

varies the direction of radiation. The angular information in the 

scanning direction of the antenna is thus also obtained from the 

bandwidth, so that a one-dimensional MIMO antenna array 

suffices for the second angular dimension. 

The 94 GHz millimetre-wave radar camera developed at Fraun-

hofer IAF is built in a mobile rack (Figure 1). The box mounted 

at the top left contains all of the W-band high-frequency elec-

tronics, including the associated transmit and receive antennas 

(Figure 2). The system features eight transmit and eight receive 

channels, so that a line of 64 virtual channels is spanned in the 

MIMO dimension. The results obtained with this system lead 

to a resolution and a signal-to-noise ratio which correspond to 

those of a classical two-dimensional MIMO radar with a channel 

count that is a factor of six to seven greater. 

A test measurement of nine radar reflectors, each distributed 

at the same distance but in different angular sectors, shows how 

clearly the millimetre-wave radar camera detects targets and 

distinguishes them from one another (Figure 3, the triangles re

present real positions). There is no qualitative difference between 

the angular resolutions in both dimensions in spite of the differ-

ent basic mechanisms (frequency-steerable antennas / MIMO). 

Another test has shown that the millimetre-wave camera of 

Fraunhofer IAF also succeeds in detecting small targets with a 

correspondingly small radar cross-section, which is a particular 

challenge for imaging radars. The radar image of a commercial 

miniature drone flying at an altitude of 10 m and a distance of 

about 32 m from the radar clearly shows the drone from the side 

(Figure 4, left image) as well as from the front (Figure 4, right 

image). 

Depending on the parameterisation, the system can achieve a 

frame rate of 5 – 25 frames per second. The demonstrator is thus 

suitable for mobile real-time imaging. Future applications could 

include the high-resolution detection of projectiles or drones at 

close to medium range, use as a 3D landing aid under difficult 

visibility conditions, and protection of field camps. 

Fig. 1: Photograph of the mobile 94 GHz real-time 
millimetre-wave camera

Fig. 3: Photograph (top) and radar image (bottom) of a scene  
with nine radar reflectors in different angular segments

Fig. 4: Detection of a small drone at a distance of 32 m from the side (left) 
and from the front (right)

Fig. 2: High-frequency front end with eight transmit channels  
(on the right) and eight receive channels (on the left)
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Entangled photon pairs are the basis for quantum illumination 

and quantum communication. For practical use in quantum 

technology applications outside the laboratory, miniaturised 

sources of  entangled photons are required. The Fraunhofer 

Institute for Applied Solid State Physics IAF is therefore re-

searching AlGaAs-based waveguides for the generation of 

entangled photons.

Military applications for entangled photon pairs include quan-

tum illumination and quantum key distribution. In quantum 

illumination, an entangled photon pair is separated. One photon 

is sent to the object to be detected and the other one is used 

for imaging, which means there is no interaction between the 

photon used for imaging and the object. This makes it possible 

to use a tailored wavelength for the detection of the observed 

object. For example, in the infrared spectral range, where effects 

due to scattering and turbulence are reduced, photons in the 

visible spectral range can be used for imaging. Imaging thus 

becomes possible even under adverse conditions such as tur-

bulence, fire, and smoke. What is more, imaging takes place 

in the single photon range and remains background-free and 

noise-free due to quantum correlation. Since only a few photons 

per pixel are required, imaging is eye-safe and indistinguishable 

from the background without the second photon and thus 

undetectable by external observers.

In quantum communication – or quantum key distribution, to 

be precise – the entanglement of photons enables transmission 

of the key in such a way that, for physical reasons, it is not possi-

ble to listen in unnoticed. Asymmetric encryption as commonly 

applied today uses a public key for encryption and a private key 

for decryption. The security it provides is based on the enormous 

computing power required to break this encryption. Quantum 

computers currently being developed can easily break such 

encryption, however. Using quantum key distribution, on the 

other hand, would rely on basic physical principles to provide 

security once appropriate quantum computers become avail-

able. Furthermore, the use of entangled photons for quantum 

key distribution also allows verification of the source’s trustwor-

thiness, making quantum key distribution via satellite possible 

without having to otherwise ensure that the satellite has not 

been compromised.

Entangled photons have been generated in the laboratory and 

used for fundamental research for decades. Such laboratory 

setups are large and not very robust, however. They are not 

suitable for use in fibre-based or satellite-based communica-

tions or for the conditions of quantum illumination in the field. 

Therefore, the Fraunhofer Institute for Applied Solid State 

Physics IAF, with funding from the Bundeswehr, is studying 

the design and fabrication of waveguides based on the semi-

conductor material AlGaAs (Figure 1) with the long-term goal 

of establishing a miniaturised source of  entangled photons. 

Because of the high requirements, the development of the epi-

taxy and process technology to fabricate the structures is 

very challenging and requires very homogeneous and aniso-

tropic patterning and etching processes (Figures 2 and 3). The 

entangled photons emerge spontaneously in the AlGaAs 

waveguides through optical pumping (Figure 4). AlGaAs is 

well suited for the generation of entangled photons in the 

range of telecommunications (wavelength at 1550 nm). 

However, what is truly special about AlGaAs is the fact that the 

required pump laser diodes are also based on AlGaAs, making 

it possible to integrate the pump laser diode and waveguide on 

the same chip. This facilitates the realisation of very compact 

and robust sources of entangled photons.

Fig. 1: Schematic illustration of a direct electrically pumped AlGaAs 
waveguide for the generation of entangled photon pairs

Fig. 3: Scanning electron micrograph of a cleaved facet of an  
AlGaAs waveguide used to generate entangled photon pairs

Fig. 4: Measurement setup for the characterisation of AlGaAs waveguides: 
Pump light is coupled into a waveguide via a tapered fibre.

Fig. 2: Image of a chip with AlGaAs waveguides of 2 mm in length,  
which are arranged in groups of five
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The rescue chain of the future

The project HPE-STAR (Human Performance Enhancement: 

Smart Textiles and Augmented Reality) examined how a hu-

man biomonitoring demonstrator could be integrated into 

the situation picture and potentially also into the rescue 

chain. A non-technical study on human biomonitoring was 

conducted with the involvement of the Fraunhofer Institutes 

IIS, IZM, and FKIE and others.

In a first step, the use case scenarios for the application of 

human biomonitoring and augmented reality (AR) were ana-

lysed. Detection of temperature stress and injury were found to 

be of particular interest to the Bundeswehr. The project thus 

focused on the integration of human biomonitoring in the 

rescue chain. In real application scenarios, the detection of 

temperature stress and injury, direct transmission of emergency 

messages as well as real-time provision of human biomoni-

toring data are the main objectives. Military leaders prioritise 

information about combat strength while medical staff can use 

the data to evaluate the severity of injury. AR technology can 

be used to support local rescue teams in their efforts. Human 

biomonitoring data can also be read by first responders and 

medical personnel on site.

To demonstrate the added value of human biomonitoring  

in a field experiment (Figure 3), a demonstrator system was 

developed. It features smart textiles, internal data storage 

and processing via a controller, external data transmission, 

processing and visualisation, and a communication interface. 

The infantry soldier of the future is equipped with body-

worn sensors that gather human biomonitoring parameters 

(Figure 2). These data are initially stored locally but if tem-

perature stress, injury or a status request occur, the controller 

triggers external communication to the local team leader, the 

company commander, the medics in the medical cell and the 

patient evacuation coordination centre (PECC). An interface 

to visualise human biomonitoring data for the different user 

groups has been developed and evaluated in several experi-

ments (Figure 4).

Body-worn acoustic and optical feedback systems as well as 

haptic AR systems were also investigated. These systems pro-

vide feedback to wearers (information, warnings, guidance) 

to enhance and improve their situational awareness. Exam-

ples of such feedback include imminent dehydration, extreme 

stress or shots being fired. Direct feedback and reactive systems 

could also be an option, including automatic thermoregulation 

through cooling or heating and thus protection from over-

heating or hypothermia. When developing these systems further, 

care must be taken that body-worn sensors are robust and do 

not restrict movement while the biomonitoring system must 

be hardened to meet military requirements.

In the context of the HPE-STAR project, the Fraunhofer In-

stitutes contributed the body-worn human biomonitoring 

sensor analytics (Fraunhofer IIS), the development of the 

haptic feedback demonstrator (Fraunhofer IZM und IIS) and 

the interactive visualisation interface (Fraunhofer FKIE). 

These technologies and the project results (Figure 1) were 

presented during VIP DAY at the Bundeswehr Office for De-

fence Planning in October 2021. Participants learned about 

the latest technological developments and had a chance to 

talk to technological experts from a variety of disciplines. 

The human biomonitoring system in combination with further 

technological components was well-received by its potential 

users as no such system currently exists. One user pointed out 

that the system would be a good fit for national and collective 

defence in particular, provided that human biomonitoring will 

be integrated into current battle management systems.

Fig. 1: Functional and protective equipment for the future infantryman Fig. 2: Textile-integrated human biomonitoring sensors Fig. 4: Visualisation of data for medics in the medical cellFig. 3: Emergency scenario in which human bio­
monitoring data is recorded and transmitted
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When flash grenades are used in exercises, soldiers and fa-

cilities are exposed to gaseous and solid reaction products. 

In order to analyse and evaluate health and environmental 

aspects, the Fraunhofer Institute for Chemical Technology 

has developed a new method of forecasting the temporal 

and spatial spread of such products in multiple training 

scenarios.

Health and environmental aspects are becoming increasingly 

important, especially in training. The objective is to avoid 

dangers to people and to prevent the contamination of training 

facilities. Previous studies have focused on camouflage fog, 

propellants, and pyrotechnic simulators, but experimental 

studies have been limited to determining the composition of 

reaction products. Little was known about the quantity and, 

in particular, the temporal and spatial dispersion of the reac-

tion products of flash grenades. The Fraunhofer Institute of 

Chemical Technology therefore decided to develop and vali-

date a method that would enable predictions to be made for 

any use of flash grenades.

To achieve this goal, gaseous and solid reaction products are 

first analysed quantitatively according to composition and 

properties using experimental and theoretical methods. For this 

purpose, individual flash grenades are detonated in a 140 litre 

pressure vessel under isochoric conditions. The gaseous products 

are analysed by gas chromatography. The condensed products 

are characterised in terms of particle size and chemical compo-

sition by X-ray diffraction, energy-dispersive X-ray spectroscopy, 

scanning electron microscope, and laser diffraction. If necessary, 

experiments are complemented by thermodynamic calculations, 

which also provide information about the amount of product 

and its composition.

The propagation of the vapor gases is characterised by experi-

ments in the field. Flash grenades are freely suspended and then 

detonated, and the propagation of vapor gases is recorded using 

high-speed cameras (Figures 1 and 2). The initial volume and the 

initial propagation velocity of the vapor cloud are determined by 

a corresponding tomographic evaluation of high-speed videos.

The identified properties of flash grenades serve as input data 

for the subsequent modelling of their implementation in a 

fluid dynamic simulation code. The use of flash grenades can 

be simulated under any environmental conditions, for example 

for different building structures or ventilation conditions. The 

simulations also show where certain thresholds for individual 

gaseous or condensed product species are spatially or temporally 

exceeded. The data can be compared with information from 

the GESTIS hazardous substance database or workplace limits 

according to the TRGS 900 technical rules for hazardous sub-

stances. This is shown in Figure 3, where purple isosurfaces 

indicate that certain concentration values were exceeded at 

a certain point in time. In this way, for example, ventilation 

intervals can be defined and optimised during exercises. Like-

wise, the deposition of condensed reaction products on the 

floor and the walls can be predicted for individual species and, 

for example, cleaning intervals can be determined (Figure 4).

The advantage of this method is that it can be transferred  

to other weapon systems and deployment scenarios, such as 

shoulder-supported anti-tank weapons fired from inside a 

building. Comprehensive analysis and evaluation are thus 

possible, as is compliance with applicable legal requirements 

in an exercise.

Fig. 1: 3D-tomography of the initial vapor cloud 
from a flash grenade

Fig. 3: Purple isosurfaces show that certain 
concentration values are exceeded at a certain 
point in time

Fig. 4: Forecast of the deposition of condensed reaction products on the floor and the walls  
for individual product species, in this case potassium fluoride (KF) and nickel (Ni)
 

Fig. 2: Measurement of the spread of a 
vapor cloud from a flash grenade
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Low-signature fuel cell APUs with current logistic fuels

Fig. 1: IAPUNIT partners and contributing  
EDA member states

Fig. 2: Assumed flow scheme of the IAPUNIT system Fig. 3: Validation of the five defined operating 
points from minimum to maximum power for 
operation with surrogate reformate with 0.5 vol.  
% CO and 10 ppm H2S. Stable operation was ob- 
tained by adapting the stack temperature and the 
anode stoichiometry for each operating point

Fig. 4: Operation at the defined operating 
points in a climate chamber at ambient 
temperatures between – 25 °C and + 50 °C

Fig. 5: Test set-ups and 
frequency spectres for 
vibration tests according 
NATO AECTP 240

Fig. 6: DRT signal evolution  
for increasing CO content of  
the fuel gas

Martin F. Groß, M. Sc.
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Auxiliary power units (APU) based on fuel cells can be used 

for the low-signature supply of electric power to combat 

vehicles. So far, however, special fuels have been needed. 

The EDA project IAPUNIT (Innovative Auxiliary Power Unit) 

has developed and successfully tested core components of  

a fuel cell system that can be operated with NATO F-34 jet 

fuel.

Auxiliary power units support the electric power supply of 

combat vehicles when the main drivetrain engine is stopped, 

e. g. during silent watch operations. In such situations, low 

signatures are essential. Fuels cells offer advantages in terms 

of noise and IR signatures. However, APUs must be operated 

with logistic fuels. The EDA project IAPUNIT, which is jointly 

funded by Germany, the Netherlands, Austria, Slovenia, and 

Sweden, developed and validated the core components of a 

fuel cell APU that is able to operate with NATO F-34 jet fuel. 

The core components comprised a desulphurisation unit to 

reduce the sulphur content of the fuel from up to 3000 ppm 

to less than 200 ppm, a fuel processor for the conversion of 

the sulphur-reduced fuel into a hydrogen-rich gas, and a fuel 

cell that is able to operate with the resulting fuel stream, 

which still contains CO and traces of hydrogen sulphide. 

Catator A.B. (SE) developed a reactor for the hydrodesulphuri

sation (HDS) of the fuel. The reactor uses the HDS process in  

a modified form, which makes it possible to produce small 

reactors that can be integrated into vehicles. Tests with com-

mercial Jet-A1 fuel with an artificially increased sulphur 

content of 3000 ppm proved that sulphur content was reliably 

reduced to < 100 ppm.

The Institut Jozef Stefan (SI) and the National Institute of 

Chemistry (SI) developed a fuel processor which, when oper-

ated with commercial diesel, reliably produced a product 

gas stream with < 0.5 vol. % CO and < 5 ppm H2S. If the desul-

furised jet fuel was processed, the CO content of the product 

increased but was still within the limits tolerated by high tem-

perature polymer electrolyte membrane fuel cells (HT-PEMFC). 

HT-PEMFC were used as fuel cells. As part of the project, TU 

Graz investigated the limits of tolerances for CO and H2S under 

realistic operation conditions and start-up and shut-down 

procedures at single-cell level. A shut-down procedure involv-

ing an ambient air purge of the cell was found which does not 

cause degradation.

The Fraunhofer Institute for Chemical Technology investigated 

the operation of commercial HT-PEMFC stacks with surrogate 

reformate. Starting with the effect of each component of the 

reformed gas on stack operation, we identified suitable condi-

tions for stack operation with the surrogate reformate for five 

different load conditions. Furthermore, the effect of vibrations 

and low and high temperatures was investigated and no relevant 

distortions were found. 

Together with AVL List GmbH (AT), we investigated the use of 

advanced methods of impedance spectroscopy for stack con-

dition monitoring. The distribution of relaxation times (DRT) 

method gave distinct signals for conditions known to disturb 

stack operation.

Finally, the thermal integration of the system was simulated by 

TU Eindhoven using an Aspen model, and the mechanical inte-

gration of the system was modelled by the Fraunhofer Institute 

for Chemical Technology using CAD. It was shown that with 

some thermal integration a conversion efficiency of 35 % can 

be reached. The CAD model further showed that the system can 

be fitted into the APU bay of the Fuchs armoured transport 

vehicle. A simulation of vibrational and bump loads according 

to NATO AECTP 240 protocols for fixed cargo showed that the 

system should tolerate such loads.

We would like to thank the following members of the Project 

Arrangement Management Group: Michael Schwebach (DE), 

Isaac Barendregt (NL), Dr. Rudolf Kirchmayer (AT), Sandi Bogataj 

(SI), and Erik Prisell (SE). We also would like to thank the EDA 

project officers Marek Kalbarczyk and Mario Martinho.
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Holistic risk modelling for optimised UAS mission planning

We developed a risk calculation scheme to support decision- 

making in UAS missions. The scheme differentiates between 

four risk classes: air-to-air, air-to-ground, ground-to-air, and 

ground-to-ground. This classification scheme completely 

covers all potentially occurring risks during UAS missions 

in military operations.

Risk management is crucial for assuring safety in high reli

ability organisations (HROs) such as air traffic management. 

HROs are characterised by high complexity, tight coupling, 

multiple system levels, numerous decision makers with vari-

ous degrees of accountability, frequent immediate feedback 

about decisions, compressed time factors, and several critical 

outcomes that must happen simultaneously. All of the afore-

mentioned factors are essential for planning and executing 

unmanned aircraft systems (UAS) missions in (future) military 

defence and surveillance.

We developed a risk calculation scheme to support decision 

making for UAS missions. This scheme is based on the Joint 

Authorities for Rulemaking on Unmanned Systems (JARUS) 

Specific Operations Risk Assessment (SORA) document, but 

expands on concepts contained in it. SORA describes two 

risk classes, namely ground risk (GRC) and air risk (ARC). 

The scheme we developed differentiates between four risk 

classes, namely air-to-air risks (A2A), air-to-ground risks (A2G), 

ground-to-air risks (G2A), and ground-to-ground risks (G2G). 

This classification covers all potentially occurring risks during 

UAS missions in military operations.

The following examples illustrate the four risk classes: 

•	 Risks stemming from the UAS which affect other air 

traffic (A2A), e. g. the UAS poses a risk of mid-air-collision 

to other airborne units (manned and unmanned)

•	 Risks stemming from the UAS which affect the ground 

(A2G), e. g. the risk of a UAS impacting ground units 

(infrastructure and troops)

•	 Risks stemming from the ground which affect the UAS 

(G2A), e. g. hostile forces pose a risk for the UAS

•	 Risks stemming from the ground which affect the ground 

(ground-to-ground risks), e.g. a fire line poses a risk to 

ground units.

In this scheme, risks are initially recorded in one of the four 

risk classes. The mitigation of risks can be carried out by means 

of risk reduction methods. Finally, a weighted calculation is 

used to compute the risk level of a particular mission route. 

The mission route with the lowest risk – or one with an accept-

able level of risk depending on the mission objectives – can then 

be selected from a large number of different mission routes.

This risk calculation scheme assigns the four risk classes a 

number between 1 and 10, with 1 being the lowest risk class 

and 10 the highest. This is in line with the GRC of the SORA 

model. For each of the four risk classes, an initial risk level is 

defined by the circumstances of the mission. These circum-

stances consist of any data available about the mission and 

its context (e. g. hostile forces in the mission area).

This data represents the initial status of the mission, without 

the application of additional mission-specific strategies for 

reducing risk. These values are denoted as initial A2G, A2A, 

G2A and G2G risk levels. Based on these initial risk levels, the 

operator may decide to apply strategies for reducing risk. 

These strategies can be applied in an ad hoc manner, i. e. when 

the mission operator learns that the risk level is too high, but 

the planned mission is still favourable compared to other alter-

natives. These risk-reducing strategies can be used instead of 

re-planning the mission. The resulting risk values are denoted 

as residual A2G, A2A, G2A and G2G risk levels (Figure 1). Based 

on the residual risk levels, a common risk (CR) level for the 

mission is calculated (Figure 2). 

This risk calculation scheme allows operators to monitor 

current mission risk levels and apply risk reduction strategies. 

In a next step, a human machine interface (HMI) will be designed 

which visualises the calculated risk levels, possible risk reduction 

strategies, and the CR levels for different strategies. Figure 3 

shows an HMI that was developed as part of the ALAADy pro-

ject at the German Aerospace Centre. The HMI visualises risk 

areas, which in this case represent areas with dense population 

and the proposed low-risk flight route for the mission. This HMI 

will be further developed and adapted to the needs of military 

operators. 

Fig. 1: Initial assessment and risk reduction of the four individual risk levels Fig. 3: HMI visualising risk areas, which in this case represent areas with  
dense population and the proposed low-risk flight route for the mission

Fig. 2: Calculation of CR from residual risk levels
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Fig. 1: DRONAR system Fig. 2: Measurement setup with ground stations for drone and radar Fig. 4: Associated processed SAR image from superimposed data  
'of 4 flight altitudes between 5 and 8 m

Fig. 3: Scenario with two landmines and four reference objects on the  
DLR testing grounds
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DRONAR: A drone-borne radar for the detection of landmines  
and booby traps
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Reconnaissance in military and security missions is a basic 

requirement for their success. Threats such as landmines and 

booby traps must be efficiently detected in order to ensure 

the safety and security of people and material. The DRONAR 

system was developed as a drone-borne radar system for 

the rapid large-area reconnaissance of areas and marching 

routes.

Today there are two basic concepts in radar-ground-based 

reconnaissance. The first is the principle of ground penetrating 

radar (GPR), in which radar signals are coupled into the ground, 

usually vertically, by means of an antenna operated close to 

the ground surface. The echoes are received and evaluated. 

The second is a radar that is mounted at a certain height on a 

vehicle and operated at a downward angle oblique in the direc-

tion of travel (FWLR – forward-looking radar). Depending on 

the angle of incidence and distance to the vehicle, however, 

this can result in a rather limited measurement depth.

In an EU project on humanitarian landmine detection, the 

Microwaves and Radar Institute of the German Aerospace 

Center developed TIRAMISAR, a vehicle-mounted side-scan 

radar whose capabilities and defence relevance were described 

in the 2015 Report on Military Scientific Research. In this sys-

tem, an antenna array (2 transmitting and 4 receiving channels) 

is directed transversely to the direction of travel toward the 

contaminated area. Using the synthetic aperture radar (SAR) 

method, we achieved previously unattainable two- and three-

dimensional detection results for buried landmines and booby 

traps with a spatial resolution of a few centimetres. With this 

imaging approach, however, a safe lane must be close to a 

contaminated area.

Small drones with up to 25 kg take-off mass have become 

available in recent years and have opened up new possibilities 

in standoff reconnaissance. An almost arbitrary flight trajec-

tory and remote- or waypoint-controlled flight operation 

make it possible to use imaging radar to detect landmines 

and booby traps without exposing operating personnel to 

direct threats.

On the basis of findings from further experiments with 

TIRAMISAR, the Microwaves and Radar Institute of the 

German Aerospace Center has developed the compact and 

lightweight DRONAR radar system in recent years and has 

attached it to a commercially available DJI M600P drone 

(Figure 1). This system has similar capabilities to the TIRA-

MISAR system, but there are significant technological differ-

ences that were necessary for drone operation.

The radar system operates in the frequency range of 0.5 to 3 GHz 

and has one transmitting and one receiving channel. A micro-

computer controls the entire DRONAR system and records all 

system and measurement data. The entire DRONAR module 

weighs only approximately 3.5 kg and has its own drone-inde-

pendent power supply.

By combining linear flight trajectories at different heights of 

about 5 to 8 m, radar images similar to those obtained with 

TIRAMISAR are possible. In addition, the arbitrary flight trajec-

tories of the drone can also be used to realise new imaging 

geometries, such as circular flight. Theoretically, the scene size 

can be chosen arbitrarily and covered by suitable flight trajec-

tories. Typically, linear trajectories of about 20 m in length or 

circular radii of 10 m are used.

Figure 2 shows the measurement setup and the ground station 

for the drone and the radar. A scenario with two landmines and 

four reference objects on the DLR testing grounds is shown in 

Figure 3. Figure 4 shows the SAR image of this scenario, where 

SAR data from 4 flight altitudes between 5 and 8 m were super-

imposed. Due to the improved clutter suppresion, the targets are 

clearly distinguishable from the surrounding ground clutter.
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Fig. 1: Demonstrator of a sophisticated GPS spoofer Fig. 2: Optical tracking system for obtaining 3D estimates of the position and 
speed of small agile UAVs in a reference coordinate frame

Fig. 4: Typical example of results obtained for externally controlled movement 
of a UAV flying in hovering mode. The red line is the flight path adopted by the 
smart GPS spoofer, the blue is the actual flight path of the UAV.

Fig. 3: Radar for UAV detection and identification
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Smart GPS spoofing for countering attacks by unmanned aerial vehicles
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The threat of attacks on critical infrastructure by small un-

manned aerial vehicles (UAVs) is of great concern in civilian 

and military contexts. Three institutes of the German Aero-

space Centre have developed and successfully tested a concept 

for countering such attacks by using GPS spoofing, especially 

in scenarios involving autonomous UAVs.

Small UAVs are becoming increasingly popular among 

hobby pilots. Commercially available UAVs are often equipped 

with technologies that allow inexperienced pilots to easily 

fly such vehicles. These technologies include satellite-based 

GPS navigation, which allows a UAV to autonomously fly from 

one predefined point to another, even over large distances. 

For this reason, commonly used defensive measures such as 

jamming the remote-control link or localising the UAV pilot 

are not helpful.

One of the most promising means of countering such attacks  

is the use of GPS spoofing. In this approach, modified GPS 

navigation signals are generated and sent to the target UAV. 

These signals make it possible to manipulate the position in-

formation of the onboard GPS receiver. The UAV can thus be 

made to change its path and fly to a secure area where it can be 

forced to land. This method has been developed and tested in  

a joint project carried out by three institutes of the German 

Aerospace Centre.

A GPS spoofing generator (Figure 1) was developed by the 

Institute of Communications and Navigation. Using sophisti-

cated signal processing, the spoofer is able to produce exact 

copies of signals from visible GPS satellites. These copies are 

precisely aligned with code and Doppler dimensions of the 

authentic GPS signals at the location of the UAV. This makes 

it almost impossible for a typical commercial GPS receiver to 

detect spoofing. The code phases and Doppler frequencies of 

the spoofing signals are then adjusted so that the UAV can be 

steered along a desired path.

The smart GPS spoofer requires current and accurate infor-

mation about the position and speed of the target UAV. This 

information is provided by an optical tracking system that was 

developed by the Institute of Technical Physics for use with 

small agile UAVs (Figure 2). The required tracking performance 

was achieved by combining an image-synchronised position 

encoder with fine-tracking laser ranging.

In addition, the application of a K-band radar for the detection 

and classification of approaching UAVs has been studied. The 

radar provided by the Microwaves and Radar Institute (Figure 3) 

is based on a commercial platform. The Institute performed 

the necessary configuration and data processing.

The overall system has been successfully tested in the field 

under realistic conditions. In one scenario, the target UAV was 

programmed to hover over a point on the ground. The GPS 

spoofer was used to take control of the position of the UAV. 

The UAV was then steered along a predefined path and forced to 

land. A typical example of the test results is shown in Figure 4. 

The red line is the desired flight path adopted by the spoofer, 

and the actual flight path is shown in blue. As can be observed, 

there is a good match between the actual and desired paths.
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